
 

• Lock your device with a PIN or password when you leave it. 

• Keep your antivirus and malware program up to date. 

• Scan for virus. 

• Maintain a firewall. 

• Avoid third-party app stores (be careful what software you download). 

• Keep your operating system (Windows) and your software up-to-date. 

• Use two-factor authentication for banking 

(password and pin on mobile phone).  

• Back up your data in the cloud. 

• Don't click on links or attachments from 

suspicious emails. 

• Learn how to detect phishing emails. 

• Practice safe browsing with https (information exchange is not accessible 

for third parties) 

• Choose a strong password phrase. 

• Avoid using public wireless. 

• Keep your privacy settings on. 

• Password secure your private 

network. 

• Make online purchases from secure sites 

• Be careful what you post. 

• Be careful who you meet online. 

• Disable bluetooth when you don’t need it. 

• Turn off your computer completely when you don’t need it anymore. 

 

  



 

 



  



 

 


